
Hackers and cyber criminals are constantly evolving 
their attacks. They may target banks, law firms,  
advisors, fund administrators, industry and messaging 
utilities, and investors themselves. As criminals have 
become more sophisticated, we all have to step up  
our vigilance to avoid becoming victims of fraud.

COMMON WAYS CRIMINALS  
ATTEMPT FRAUD

SPOOFING is the practice of causing a message  
to appear as though it is coming from a trusted  
address or phone number.

PHISHING is a form of social engineering used to  
obtain credentials or introduce malicious software  
(“Malware”) that can obtain unauthorized access  
to an email account.

VISHING calls often spoof legitimate phone numbers  
to appear to originate from a trusted source.

FORMJACKING, a form of web-based hacking,  
allows criminals to steal details from forms on  
web pages using a code.

WHAT TO WATCH FOR

•  Requests to wire funds to or from countries with  
which you do not normally do business

•  Hacked email accounts for anyone issuing or  
approving instructions

• Fraudulent invoices from vendors

•  Fake forms coming from investors, general  
partners  or counterparties 

FRAUD PREVENTION  
IS EVERYONE’S  
BUSINESS

EXTRA DILIGENCE CAN HELP YOU  
SAFEGUARD YOUR FINANCES

KNOW YOUR SOURCE: 
Check email addresses on all  
emails you receive. Pay special  
attention if you are requested  
to wire funds to countries not  
on your usual payments list.

VERIFY INSTRUCTIONS:  
Changes to wire instructions  
should be a red flag to verbally  
verify with the appropriate  
institution, as wire instructions  
rarely change. 

TAKE YOUR TIME:  
Be aware of urgent requests  
to move funds that may be  
last minute or approaching  
a deadline.

USE SECURE SYSTEMS:  
Whenever possible, avoid  
sending instructions or  
information via email or fax. 

IMPLEMENT OR ADHERE  
TO SECURITY MEASURES: 
Consider using dual approval  
methods. Don’t store an electronic  
security token on the same device you  
use to send and receive financial details.


